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RE: Virginia Insurance Information and Privacy Protection Act
IMMEDIATE ATTENTION REQUIRED

The Virginia Insurance Information and Privacy Protection Act was passed
by the Virginia General Assembly during the 1981 Session and signed into law on
March 20, 1981. It will take effect on January 1, 1982. Because a part of this Act
duplicates the Adverse Underwriting Decision Law found in Section 33.1-52.14 of the
Code of Virginia, the existing Adverse Underwriting Decision Law will be repeaied
effective January 1, 1982.

The substantive provisions of the Virginia Insurance Information and
Privacy Protection Act and the NAIC Insurance Information and Privacy Protection
Modei Act as revised in December 1980 are virtually identical. | have enclosed a copy
of the Virginia Act for your use.

The purpose of the Virginia Act is to strike a reasonabie balance between
(1) the legitimate needs of the insurance industry for information and (2) the public's
need for fairness in insurance information practices and protection of personal
privacy. It establishes standards for the collection, use and disclosure by insurance
institutions, insurance agents, and insurance-support organizations of personal infor-
mation gathered in connection with an insurance transaction. [t establishes a
reguiatory mechanism that enables individuals to ascertain what personal information
is being or has been collected about them and to have access to such information for
the purpose of verifying or disputing its accuracy. Also, it limits the disclosure of
information about individuals and enables them to obtain the reasons for any adverse
underwriting decision.

_ It is essential that insurance companies doing business in Virginia give the
most careful consideration to the Virginia Insurance Information and Privacy
Protection Act. This Act requires actions by each company.




Scope and Definition

Sections 38.1-57.4 and 38.l-57.5 set forth respectively the scope and
definitions applicabie to this Act. These Sections are crucial to a proper understand-
ing of this Act. They must be read very carefully. In particular, I call your attention
to the following definitions: Adverse underwriting decision, Individual, Insurance
transaction, Personal information, and Privileged information.

It is important to understand that this Act applies to the underwriting and
servicing of insurance purchased primarily for personal, family or household needs
rather than business or professional needs. The scope of this Act is not identical with
the industry's - common classification of personal lines and commercial lines of
insurance.

Summary of Provisions

The substantive provisions of this Act are contained in Sections 38.1-57.6
through 38.1-57.16. They should be read very carefully. In general these Sections
accomplish the following:

1.  Limit the circumstances in which pre-text interviews can be utilized.
(Section 38.1-57.6)

2. Requires either a notice of information practices or an abbreviated
notice setting forth, among other things, that the individual has the
right to obtain the full notice upon request. (Section 38.1-57.7)

3. Requires that questions on application or claim forms designed to
collect information solely for marketing or research purposes must be
so identified. (Section 38.1-57.3)

4, Sets standards for disclosure authorization forms used to collect
information about individuals from third parties. (Section 38.1-57.9)

3. Requires that before an investigative consumer report is prepared,
the individual must be informed of this and told that he or she has a
right to be interviewed and to obtain a copy upon request. (Sec-
tion 38.1-57.10)

6. Grants to individuals and certain other persons a general right of
access to recorded personal information. (Section 38.1-57.11)

7.  Grants to individuals and certain other persons the right to dispute
the accuracy of personal information in a file and, if the information
is not changed, the right to put in the file information the individual
believes is accurate and correct. (Section 38.1-57.12)

8.  Grants to individuals or certain other persons the right to learn the
reason for any adverse underwriting decision, to know the informa-
tion on which the decision was based, and to see and copy the
information. (Section 38.1-57.13)

9.  Prohibits an individual from being asked whether he or she were the
subject of a previous adverse underwriting decision or previously
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obtained insurance through a residual market mechanism without also
being asked for the reason. (Section 38.1-57.14)

10. Prohibits an adverse underwriting decision from being based, in whole

; or_in part, on the fact of a previous adverse underwriting decision,

the fact that an individual previousiy obtained insurance through a

residual market mechanism, or on information from certain types of
insurance-support organizations. (Section 33.1-57.15)

11 Prohibits any personal or privileged information about an individual
from being disciosed to another party unless the disciosure is with the
written authorization of the individual or uniess the disclosure is in
one of the specificaily enumerated types. (Section 38.1-57.16)

Qther Provisions

: There are a few other Sections that deserve specific mention.
Section 38.1-57.24(A) gives to an individual the power to compel compliance with
those Sections granting the rights of access and correction to information and the
rights regarding adverse underwriting decisions. Paragraph B of this Section makes
insurance institutions, agents, and insurance-support organizations liable for actual
damages resulting from disclosures in violation of Section 38.1-57.16. The immunity
provision in Section 38.1-57.25 is similar to the immunity provision in the Federal Fair
Credit Reporting Act.

Finally, I call your attention to Section 33.1-57.2! which sets forth
penalties for violations of the Act and of cease and desist orders issued by the State
Corporation Commission.

Conclusion

The Virginia Insurance Information and Privacy Protection Act is long and
complex. Nevertheiless, with proper planning the requirements of the Act can be met
without undue cost or inconvenience. Many of the insurance trade associations
participated in developing the NAIC Model Act and have prepared sampie forms and
notices that companies may find heipful.

Please let me know of specific questions you have regarding the implemen-
tation of the Virginia Insurance Information and Privacy Protection Act..
Sincerely,

W, (lrman b .

James W. Newman, Jr.
Commissioner of Insuranc

JWNjr:dj
Enclosure



CHAPTER 389

An Act to amend the Code of Virginia by adding in Chapter ! of Title 38.! an article
nurnbered 6.1. consisting of sections numbered 38.1-57.2 through 38./-57.28, and to
repeal § 38.1-52.14 of the Code of Virgirua. creating an [nsurance Information and
Privacy Protection Act penailies.

IS 252

Approved /Tlareh o, /95 /

Be it enacted by the General Assembly of Virginia:
1. That the Code of Virginia is amended by adding in Chapter | of Title 38.1 an articie
aumbered 6.1, comsisting of sections numbered 38.1-57.2 through 38.1-57.28, as follows:
Articie 6.1.
Insurance Information and Privacy Protectiorn Ac?.

§ 38.1-57.2. Short title.~This articie may be cited as the Insurance Inforrmation and
Privacy Protection Act and (s hereinaftar referred to as this Act.

§ 38.1-57.3. Purpose.-The purpose of this Act is to establish standards for the
collection. use and disciosure of information gathered in cornection with (nsurance
transactions by insurance institutions, agents oOr NSUrance-support organizations; to
maintain a balance between the need for information by those conducting the business of
insurance and the public’s need for fairmess in insuraence information practicss, including
the need to rmimimize Intrusiveness; (o establish a regulatory mechanism to enable natural
persons. (o ascertain what information is being or has been collected about them in
connection with insurance transactions and to have access (o such imforrmation for the
purpose of veriyyving or disputing its accuracy; to lmit the disclosure of information
collected in cornmection with insurance !ransactions: and (o enable insurance appiicants
and policyhoiders to obtain the regsons for any adverse underwriting decision.

T § 38.1-57.4. Scope.~A. The obligations imposed by this Act shall apply to those
(nsuyrance nSHtutions, agents oOr [MSuUrance-sSupport organiIaiions which, on or after the
effective date of this Act:

l. In the case of life or accident arnd sickness insurance:

a. Collect. receive or maintain irforrmation in connection with insurernce transactions
which pertains to natural persons who are residemts of this Comemorwealth: or

b. Engage in insurance transactioms with applicants, individuais, or policyholders who
are residernts of this Commornrwealith; and

2. In the case of property or casuallty insurance:

a. Collect, receive or maintain information in connection Wwith insurance trarsactions
involving policies, contracts or certificates of insurance delivered., issued for dJdelivery or
renewed in this Comrmornwealth: or

b. Engage in insurancs transactions invoiving policies, contracts or certificates of
insurance delivered, issued for delivery or remewed in this Comrmonwecaith.

B. The rights granted by this Act shall extend to:

1. In the case of life or accident and sickriess insurance, the following persons who are
residents of this Commormwealith:

a. Natural persons who are the subject of information collected, received or maintained
in connection with insurance transactions: and

b. Applicants, individuals or policyhoiders who engage in or seek (o engage n

2. In the case of property or casually insurarncs, the following persons:

a. Natural persorns who are the subject of imformation collected. received or mairtained
in connection with (nsurance transactions involving policies, contracts or certificates of
insurance delivered. issued for delivery or renewed in this Commonweaith; and

b. Applicants. individuals, or policyholders who engage in or seek to engage n
insuragnce transactions involving policies, contracts or certificates of insurance delivered,
issued for delivery or renewed in this Commonweaith.

C. For purposes of this section, a persomr shall be considered a resident of this
Commonweglth if the person’- last known mailing address. as shown in the records of the
insurance (nstitution, agert Or Insurance-support organization, Iis iocated in this
Cormmornwealth.

D. Notwithstanding subsections A. and B. herein, this Act shall not apply to
information collected from the public records of a governmental authority and rmainrained
by am insurance institution or its representatives for the purposs of insuring the (litle to



real property located in this Commonweaith.

§ 38.1-57.5. Deyinitions.—As used in this Act:

1. “Adverse undcnvrztzng dectsior”’ mearns:

a. Any of the following actions with respect to insurance tramsactions involving
insurance coverage which is individually underwrittern:

(1) A deciination of insurance coverage:

(2) A terrmination of insurance coverage;

(J)Fadunoranagmwapplyforwcavmgcthhaspocxﬁcmmnce
m::xm:wnwhxchanagcnzwmmwhxchumudbymappam

(4) In the case of a property or casuaily insurancs coverage:

{a/plcmtbymmmmmaanoragmafan:hwzthamdmht
mechanism or an unauthorized insurer, or

(b)thcc}xagmgafamrmonthcban;sofmfammsznwhidzdiffvrsfromthat
which the applicant or policyhoider furnished: or )

) (5)1nthcc¢nafaliftarmm:mdmmcomgc an offer to insure
at higher than standard rates.

(b) Notwithstanding paragraph a. of this subsection the foilowing actions shal not be
considered adverse underwriting decisions, but the insurance institution or agent
Wﬁrwmwmmmmw:arpwcth
with the specific reasonm or reasons for their occurrence:

(l)mmdmwmmmadnn'ormam

(Z)Amafmmwym:uchwumavmb
on a class or statewide basis:

- (3) The rescission of a policy.

2. “Affiliate” or “affilicted™ means a person that directly, or indirectly through one or
more intermediaries, controls, is comtroilled by, or is under common control with another

.

3. “Agent” shall have the meaning as set forth in § 38.1-327.1 and shal inciuds surpius
lines brokers. sailesrmen or representatives of a maedical, surgical, hospital, dental or
optometric service pilan., and salesmer or representatives of a health maintenance
grganization.

4. “Applicant” means amy persom who seeks to comtract for insurance coverage other
than a person seeking group insurance that is not individually underwritter.

3. “Consumer report” means amny written, oral, or other commurication of information
bearing on a natural persom's credit worthiness, credit standing, credit capacity, character.
Zeneral reputation, personal characteristics or mode of living which is used or expected to
bcundmcomcacnwulzmmm

6. “Consurner reporting agency’’ means amy person who:
mmgubﬂymmn.inwhobwmmmmmabcafmangorpmg
consurmer reports for a monetary fee:
bobtmumfomm&mpmwﬂyfmmmo:hcrthmmamx&tuﬂoum

¢. furnishes consumer reports to other persons.

7. “Control,” inciuding the terms ‘“controlled by’ or “under comrmor: control with,'
means the possession, direct or indirect, of the power to direct or cause the directior of
the managernent and policias of a person, whether through the owmership of voting
securities, by contract other than a comrnercial contract for goods or nomnmanagernert
services. or otherwise. uniess the power (s the resuit of an official position with or
corporate office held by the person.

4. Dcdmatzanofmctcow”mmadmclinwholcarinpart.b_van
insurance institution or agent of requested insurance coverage.

9. “Individual” means any natural person who.

a. In the case of property or casum:y insurance, s a past, present, or proposed narmed
insured or certificatehoider:

b. Inthcaanoflecoraccxdm:mdmbnm:mmncn is & past. present, or
proposad principal insured or certificatenolder;

¢c. Is a past, present or proposed policyowner;

d. Is a past or pressnt applicant:

e. Is c past or present ciairnant: or

f. Derived. derives, or (s proposed to derive insurance coverage under an nsurance
policy or certificate subject to this Act.

10. “Institutional source’’ means gcry person or govermmental entity that provides
informatior about an (ndividual to an agert, insurance (nstitution or insurance-support
orgaruzation. other than:

a. An agent;



b. The individual who is the subject of the inforrmation; or

¢. A natural person acling in a personal capacity rather tham in a business or
proressional capacity.

1l. “Insurance nstitution’’ means any corporation. associatiorn, partnership, reciprocal
exchange. inter-insurer. Lloyd’s insurer, fraternal benesit society, or other person engaged
in the business of insurance. nciuding heaith maintenance organizations and medical,
surgical, hospital, derial, and optormetric service plans. ‘‘Insurance institution’ shall not
inciude agents or nMSuUrance-suUpport organizations.

i2. “Insurance-support organization’’ means any person who regularly engages, in
whole or (m part, in the practice of assembiing or collecting information about natural
persons for the primary purpose of providing the irformation (0 an insurance institution
or agent for insurance transacrions. inciuding: (i) The [urnishing of consurmer reports or
investigative cConsurmer reports Lo an i[nsurance nstitution or agent for use in connection
with an insurance transactior; or (ii) The colaction of personal information from insurance
institutions. agents or other (nsurance-support organizations for the purpose of detecting or
pmgmmmmnormnommmMOn with

i3. “Insurance transaction” means any ransaction invoiving insurance primarily for
persongl. farruly, or household needs rather than business or professional needs which
ertails:

a. The deterrmination of an individual's eligibility for ar insurance coverage, bensfit or
paymaent; or

b. The servicing of an insurance application. policy, contract, or certificate.

i4. “Irmrvestigative consumer report’” means a Consumer report or portion thereof in
which information about a natural person’s character, general reputation, personal
characteristics, or mode of living is obtairied through personal interviews with the person’s
mhbomﬁm&mmmorammwhomcymmwkdge

Such iterms of irtforrmation.

15, “Life insurance’” ncludes annuities.

16. “Medicaicare institution” means ary facility or institution that is licensed to
provide heaith care services to natural persons. including but not limited to, hospitais,
skriled nursing facilities. home-heaith agencies, medical clinics, rehabilitation agencies. and
public-heaith agencies or heaith-maintenances organizations.

17. “Medical professional” means any person licensed or certified to provide heaith
care services to natural persons. inciuding but not limited to, a physician. dentist, nurse.
chiropractor, optometrist. physical or occupational therapist, psychiatric social worker,
clinical distitian. or clinical psychologist. pharmacist, or speech therapist.

18. “Medical-record information’” means personal information which:

a. Relates to an individual's physical or mental condition, medical history, or medical
treatrnent; and

b. Is obtained from a maedical professional or medicai-care institution, from the
individual. or from the individual's spouse. parent, or legal guardian.

19. “Personal information”’ means arny individually identifiable imformation gathered in
connection with an insurance trarsaction from which judgrments can be made abour an
individual’s character, habits, avocations, finarces, occupation, general reputation, credit,
heaith, or amy other personal characteristics. ‘“Personal information” inciudes an
individual’s name and address and ‘“medical-record information,” but does not inciude

20. “Policyhnider’’ mears any person who:

a. In the case of individual property or casuaity insurgrnce, is a present narmed insured-

b. In the case of individual life or accident and sickness insurance. is a presern:
policyowner; or

¢. In the case of group insurance which is individually underwritten. is a present
group csrtificatehoider.

. 2. “Pretext interview’' means an interview wheredy a person. in an attempt to obrain
information about a natural person, performns one or more of the following acts:

a. Pretends to be someone he or she s not:

b. Pretends to represent a person he or she is not in fact representing;

c. Misrepresents the true purpose of the interview: or

d. Refuses to identify himseif or herseif upon requast.

22. “Priviieged information” means any individually ide=tifiable informatics: thar /i)



reiates to a claim for insurarnce benefits or a civi or criminal proceeding involving an
individual, and (ii) is collected in connection with oF in reasonabie anticipation of a ciairm
for insurance benerits or civd or criminal proceeding involving an individugl: however,
information otherwise meeting the requirements of this subsection shal nevertheless be
considered “personal injormation” under this Act if it is disclosed in violation of §
38.1-37.16 of this Act.

23. “Residual mariket mechanisr’ rmeans an association. organization or other entily
defined. described or provided for in § 38.1-264 (Virgimia Automobile Insurance Plan) or in
Chapter 19 (§ 38.1-746 et seq,) of Title 38.1 (Virgimia Property Insurance ASSOCialion).

24. “Termination of insurance covercge’ or “termination of ar insurance poiicy’’ means
either a canceilation or nomnrenewal of an insurance policy. in whole or in part, for amy
reason other than the failure to pay a prewium as required by the policy.

25 “Unauthorized insurer’ means an insurance institution that has not beer granted a
license by the Cormrmission to transac? the business of insurance in Virgima.

§ 38.1-57.5. Pretext intervigws.—Vo insurance insStitution., agent, oOr NSUrANCE-SUPPOrt
organization shall use or authorize the use of pretaxt interviews to obtain inforrration in
connection with an insurarce transaction; however, a pretext interview may be
undertaken to obtain information jrom a person or institution that does not have a
generally or statutoridy recogmized privileged relationship with the person about whormr the
information reiates for the purpose of imvestigating a clairm where, based upon specific
infomaﬁonwabbhfarmbytthamimbmthmuamnabbbaufor
Mmm,mwmmarmmnondbdmm
connaection with the ciaim.

§ 38.1-57.7. Notice ‘of insurance irforrmation practices.—A. An insurance institution or
agmshaﬂpmwdcamubcofmmnmwaaappammorpo&cyhddcnm

I.In:Mcmofmappﬁmﬁanfarbmmccana&‘a:haﬂbcmwdcduola&rtham

a. At the time of the delivery of the insurance policy or certificate whaen personal
information is collected only from ths applicant or from public records, or

b. At the time the collection of personal information is initiated when personal
information is colected [rom a source other than the appiicart or pubdlic records:

2. In the case of a policy ~snewal, a notice shail be provided rno later than the policy
renewai date, except that no notice shall be required in connectiorn with a policy renewal
i

a. Personal injormation is collected only from the policyholder or from public records.
or

b. A notice maeeting the requirements of this saction has besn givem within the
previous twenty-four mornths: or

3. In the case of a policy reinstatement or change in insurance benefits. a notice shall
be provided no later than the lirme a request for a policy reinstaterment or change in
insurance bensfits is received by the insurance institution, except that no notice shal be
rcquxr:;d if personal informarion is collected only from the policyholder or frorm public
records.

8. The notice required by subsectiorn A. herein. shal be in writing and shall state:

l. Whether personal information may be colected from persons other than the
individual or individuals proposed for coverage:

2. The types of personai information that may be colecred and the types of sources
and investigative techmiques that may be used to colect such information:

3. The types of disciosures identified in subsections 2., 3., 4.. 3., 6., 9.. 1., 12.. and 4.
of § 38.1-57.16 and the circumstances under which such disclosures may be made without
prior authorization; however. only those circurmnstances need be described which occur with
such frequercy as to indicate a general busirmess praciice:

4. A description of the rights establishec under §§ 38.1-37.11 and 38.1-57.12 and the
manner in which such rights may be exercisec: and
5. That information obtained jrorm a report prepared by ar  irRsSurance-support
organizaton may be retained by the insurance-support organization and disclosed to ocher
persons: and

C. In lieu of the notice prescribed in subsection B. of 'this section the insurance
institution or agent may provide an abbrevicted notice Imforming the applicent or
policvholder *hat:

1. Personal inrormation may be collected from persor:s other than the individual or
individuais proposed for coverage: -

2. Such information as well as other personal or privigged injorrmation subsequently
collected by the insurance institution or cgent, in certain circumstznces. may be disciosed



to third parties withowt! authorizatiorn.

3. A4 right of access and correction exists with respect to al personal information
collected: and

4. The notice prescribed in subsection B. of this section wil be furnished to the
applicant or policyholder upon request.

D. The obligations imposed by this section upon an insurance instilution or agent may
be satisfied by another insurance institution or agent authorized to act on its behatf.

& 38.1-57.8. Marketing and rssearch surveys.—An insurance nstitution or agent snal
cleariy specify those Qquestions designed to obitain injormalion solely jor marketing or
research purposes from an individual in conmnection with am insurance transaction.

§ 38.1-37.9. Content of disclosure authorization forms.—Notwithstanding any other
provision of law of this Commonwegith, no insurance institution, agent, cr
insurance-support organization shal utilize as its disciosure authorization jform in
connection with insurance (lransactions involving [nsurance policies or contraclts Issued
arter January one, runeteen hundred eighty-two, a form or staterment which authorizes the
disciosure of personal or privileged information abour an individual 0 the insurance
institution. agent, or insurance-support organizatrion unless the form or statermery:

1. Is written in plain language;

2. Is dated:

3. Specifies the (ypes of persons authorized to disciose information abour the

4. Specifies the nature of the information authorized to be disclosed:

3. Narmes the insurance (nstitution or agent and identifies by generic reference
repressntatives of the insurance institwtion to whom the individual is authorizing
inforrmation !o be disciosed:

6. Specifies the purposes for which the information is collected;

7. Specifies the length of time such authorization shel remairn vealid, which shall be rno
longer thar:

a. In the case of authorizations signed for the purpose of collecting imrformction n
connreciion with an application. for an insurance policy. a policy reinsitatemert, or a
requast for charge in poiicy bensafits:

(1) thirty months frorm the date the acuthorizatiorn is signed if the application or reques:
involves life. health. or disability insurarnce; or

(2) one year from the date the authorizarion is signed if the applicztion or request
involves property or casuaity insurence;

b. In the case of authorizations signed for the purpose of collecting information :n
connection with a ciaim for benefits under an insurance policy:

(1) the term of coverage of the policy if the claim is jor a health insurance benerit; or

(2) the duration of the claim if the ciaim (s not for a heaith insurcnce beneyit; and

8. Advises the individual or c person authorized to act omn behalf of the individua! thar
the individual or the individual's authortzed representative is entitied to receive a copy of
the authori=gtiorn fore.

§ 38.1-57.10. Investigative consumer reports.—d. NO insurcnce institution, agert, or
insurarce-support organiLzation may prepare or reqQuest an nvestigalive consurner report
about an individual in connection with an [nsurance transgction involving an application
for insurance, a policy renewal, a policy reinstatement or a change in insurance benets
unless the insurance institurion or agent informs the individual:

i. That he may request to be interviewed in connection with the preparation of the
investigative consurner report. and

2. Thart upon a request pursuant to § 38.1-57.11, he is entitled to receive a copy of the
investigative consurner report.

B. If an investigative consurmer report s to be prepared by an insurance institution or
agent. the insurance institution or agen: shall institute reasoncble procegdures to conduc: a
personal interview requested by an individual.

C. If an investigalive consurmer report is to be prepared by an insurcnce-support
organization, the insurance institution or agent desiring such report shall inrform ke
insurance-support organization whether a personal interview Aas been requested by :the
indiviaual. The insurance-support organization shall institute reasonable procedures :o0
conduct such interviews, if requested.

§ 38.4-37.11. Access to recorded personal information.-A. If any individual, afier proper
identification, submits a Wwritien request o an insurance (nsiitution, agent. or
insurance-support orgenization for access Lo recorded personal i(nformation abdour the
individual which is reasongktiy described by the individual and reasonably locztabdle amd
recrmevable Sy the insurcnce insiitution, agent, or insurance-suppor: organization. the



insurance institution, agemnt, or insurance-support organization shal within thirty business
days from the date such request is received:

1. Inform the Individual of the nature and substance of such recorded personal
information (n writing, by telephone, or by other oral communication. wkhichever the
insurance nStitulion. agent, or [NSUranCe-SUPpoOrt organization prefers;

2. Perrmit the individual to see and copy, in person, such recorded personal injformation
pertaining to him or to obtain a copy of such recorded personal information by mail,
whichever the individual prefers, urless such recorded personal information is in coded
form, in which case an accurate trarnsiation in plairn language shal be provided in writing;

3. Disciose to the individual the identity, if recorded, of those persons to whom the
insurance institution, agert, or insurance-support orgarnization has disciosed such personal
information within two years prior to such request, and if the identity is not recorded, the
names of those insurance institutions, agents, nsurance-support organizatrions or other
persons to whorr such information is rorrmaly disclosed: and

4. Provide the individual with a swrrrary of the procedures by which he may request
correction, amendment, or deietiorn of recorded persoral irforrmation.

B. Any personal information provided pursuant lo subsection A. of this section shal
identify the source of the irmforrmation i such source is an institutional source.

C. Maedicai-record irforrmation supplied by a medicai~are institutiom or medical
professional and requested under subsection A., together with the identity of the medical
professional or medical care institution which provided such inforrmation, shall be supplied
aither directly to the individual or to a medical projessional designated by the individual
and licansed to provide medical care with respect to the condition to which the

ommxn&onﬂmﬂmmmwammafmdudm that it has provided
the information to the medical professional.

D. Excspt for personal inforrmation provided under § 38.1-57.13, an insurance
institution, agent, or insurance-support organization may charge a reasonable fee tc cover
the costs incurred in providing a copy of recorded personal imforrmation to individuals.

E. The obiigations imposed by this section upomr an insurance institution or agemt may
be satisfied by another insurance institution or agent authorized to act on its behalf. With
respect to the copying and disciosure of recorded personal information pursuant to a
request under subsection A. of this section, an insurance institution, agent, or
insurance-support organization may rmake arrangerments with an insurarce-support
organization or Qa conswmer reporting agency !0 copy and disciose recorded personal
information on its behalf.

F. The rights granted lo individuals in this section shall extend to all naturai persons
to the extent injormation about them is collected and maintained by an insurarnce
institution, agent or insurance-support organization in connecltion with an insurance
transaction. The rights gronted to all natural persons by this subsection shall not extend
to inforrmation about therm that reiates to and :is collected in connectiom with or in
reasorable anticipation of a claim or civil or criminal proceeding invoiving thern.

G. For purposes of this section. the term ‘“insurance-support orgamization’’ does not
include “consurmer reporting agency.”

§ 38.1-57.12. Correction, amendment, or deietion of recorded personal informatiorn.--e.
Within thirty business days from the date of receipt of a written request from an
individual to correct, amend, or deiete ary recorded personal inforrmation abour the
individual within its possession, an insurance institution. agent, or insurance-support
organization shall either:

1. Correct, amend. or deiete the portion of the recorded personal information in
dispuzc or

2. Notify the individual of:

a. Its refusal to make such correction, armendment., or deletion;

b. The reasons for the refusal: and

c. The individual's right to file a statement as provided in subsection C. of this sectiorn.

B. If the insurance instifution, agent, oOr insurancs-support orgarization corrects.
amends, or deietes recorded personal information in accordance with paragreph [. of
subsection A. of this section, the insurance institution, agent, or insurance-support
orgamization shall so notify the individual in writing and furmish the correction,
amendmenrt, or fact of deietion to:

1. Ary person specifically designated by the individual who, within the preceding wo
Years, may have recsived such recorded personc! information;



2. Any insurance-support organization whose primary source of personal information s
insurance institutions if the insurance-support organization has systematically received
such recorded personal inforrmation from the insurance institution within the preceding
seven years. The correction, amendment, or fact of deletion need not be furmished if the
insurance-support organization no longer maintains recorded personal information aboul
the individual: and

3. Any insurance-support organization thatr furnished the personal information that has
been corrected. amended, or deleted.

C. Whenever an individual disagrees with an insurance institution’s, agent’s, or
insurance-support organization’'s refusal to correc?, amend, or delete recorded personal
information. the individual shail be permitted to file with the insurance institution. agent,
or nsurance-support organizatior:

1. A concise starerment sstting forth what the individual thinks is the correct, reievant.
or fair informatior; and

2. A concise staterment of the reasons why the individual disagrees with the insurance
institution's, agent’'s, oOr INSUrance-sSuUPport organization’s refusal to correct, armend. or
deiete recorded personal irtformation.

D. In the event an individual files either stoterment as described in subsection C. of
this section, the insurance institution, agent, or support organization shall:

l. Fila the statement with the disputed personal information and provide a means by
“ which aryone reviewing the disputed personal information will be made aware of the
individual's staterment and have access to it; and

zlnmwm'byﬂnmmm. or support
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clearly identlfy the matisr or matters in dispute and provide the individual’s staternent

J.mewwmmmmmmmmma of
this section.

E.mn;mmmmwmm“mmammaﬂmmmm
'to the extent information about them is coiected and maintained by an insurance
institution, agent, Or nRSUrance-support organization in connection with an insurarnce
transaction. The rights granted (o0 all natural persons by this subsection shall not extend
to information about them that reiates to and is collected in connection with or in
reasonabie anticipation of a ciaim or civil or criminal procseding invoiving them.

F. For purposes of this section, the term “insurance-support organization’” does not
inciude “consurmer reporting agerncy.”

§ 38.1-57.13. Reasons for adverse underwriting decisions.—dA. In the event of an adverse
WWMMWMWWW”Mth)of
subsection (c) of § 38.1-371.2 and in paragraph (3) of subsection D of § 38.1-381.5, the
immamnaramtwmm'dxsmnshdiﬂwawﬁm notice in a
form approved by the commissionsr of insurance which: ’

l. Either provides the appiicant. policyholder, or individual proposed for coverage with
the specific reason or reasons for the adverse underwriting decision in writing or advises
mchmnmauponwnmwhcmcymaiwmwcmmnormnsm
writing; and

2. Provides the applicant, policyhoider., or individua! proposed for coverage with a
surmmary of the rights established under subsection B. of this section and §§ 38.1-57.11
and 38.1-57.12.

5. Upon receipt of a2 written request within ninety business days from the date of the
mailing of notice or other communication of an adverse underwriting decision to an
applicant, policyhoider or individual proposed for coverage, the insurarnce institution or
agent shall furrish to such person within twenty-one business days from the date of
receipt of such written request:

{. The specific reason or reasons for the adverse underwriting decision, in writing, if
such information was not initially furnished in writing pursuant to paragraph I. of
subsection A. of this section:

2. The specific items of personal and privileged informaton that support those reasons:
provided, however:

a. The insurance institution or agent shail not be required to furmish specitfic items of
privileged information if it has a reasonabie suspicion, based upon specific information
availabie for review by the Commission, that the applicant, policyholder, or individual
proposed for coverage has engaged in crirminal activity, fraud. material misrepresentation.
or rmaterial nondisciosure, and

b. Specific items of maedicai-record information supplied by a medicai-care institution or



medical proressional shall be disclosed either directly to the individual abour whom the
information reiates or to a medical projessional designated by the individual and licensed
to provide medical care with respect to the condition to which the information reiates,
whichever the insurance institution or agent prefers; and

3. The names and addresses of the institutional sources that suppiied the spectfic iterms
of imformation givem pursuant to paragraph 2. of subsection B. of this section; however,
the idemtity of amy maedical professional or medical-care institution shall be disclosed either
directly to the individual or to the designated medical professional. whichever the
insurance institution or agent prefers.

C. The obiigations imposed by this section upon ar insurance institutiorn or agent may
be satisfied by another insurance institution or agent authorized to act on its behalf.

D. When an adverse underwriting decision results solely from an oral request or
inquiry, the explanation of reasons and surmmary of rights required by paragraph A. of
this section may be grven oraily.

) 38.1-5714 Informatzon comxrnmg previous advcm underwriting dccxswns—No

underwriting decision experienced by an individual; or (ii) Any previous insurance coverage
obtained by an individual through a residual market mecharism,

uniess such inquiry also requests the reasons for arny previous adverse underwriting
decision or the reasons why insurance coverage was previously obtained through a
residual market mechanism.

§ 38.1-57.15. Previous adverse underwriting decisions.—No insurance institution or agernt
may base an adverse underwriting decision in whole or in part:

l. On the fact of a previous adverse underwriting decision or on the fact that an
individual previously obtained insurance coverage through a residual market mecharism.
An insurance institution or agent, however, may base an adverse underwriting decision on
Wmfommonmﬁvmmmmmnaragmmnabhfora
previous adverse underwriting decisior;

2. On personal information recsived from an insurance-support organization whose
primary source of information is insurance instilutions. An insurance institution or agernt,
however, may base an adverse underwriting decision on further persornal imformation
wwmdumm#mmnmﬁomwmmnorgmn

$ 38.1-37.16. Disclosure lirmitations and conditions.—An insurance institution, agent, or
insurance-support orgamization shall not disciose arny personal or privileged information
about an individual collected or received in connection with an insurance lransaction
uniess the disclosure is:

1. With the written authorization of the individual, provided:

a. If such authorization is submitted by another insurance institution, agent, or
insurance-support organization, the authorization meets the requirements of § 38.1-57.9; or

b. If such authorization is submitted by a person other than an insurance institution.
agent., or insurance-support organization, the authorization is:

(1) Dated,

(2) Signed by the individual, and

(3) Obtained one year or less prior to :hcdmddwclmnwsoughtpumt to this
paragraph; or

2. To a person other than an insurance institution. agent, or insurence-support
organization. provided such disciosure is reasonably necessary:

a. To enable such person to perform a business, projessional or insurance Sunction for
the disciosing nsurance institution. agent, or insurance-support orgamization and such
person agrees not to disciose the information further without the individugl’s written
authorization uniess the further disciosure:

(1) Would otherwise be permilted by this section if made by an insurance institution.
agent, or insurance-support organization; or

(2) Is reasonaidy necessary for such person to perform its function for the disclosing
Insurance institulion, agent, or iNsUrance-supPport organization: or

b. To enabie such person to provide information to the disclosing insurance institution.
agent, or insurance-support organization for the purpose of:

(1) deterrmiming an individual's eligibility for an insurance benefit or payment; or

(2) detecting or prevmtxng criminal activity, fraud, material misrepresentation, or
material nondisclosure in connection with an insurance transaction; or

3. To an insurance institution. agent. insurance-support organization, or seif-insurer,
provided the information disciosed is limited to thatr which is reasonably necessary:

a. To detect or prevenmt crirmina/ activity, fraud, material misrepresentation, or materia!



nondisclosure in connection with nsurance transactions; or

b. For either the disclosing or recetving insurance (nstitution., agent or
insurance-support organization to perforrm its function in connection wWith an nsurance
transaction nvoiving the individual or

4. To a medicai~care institution or maedical professional for the purpose of (i) verifying
insurarnce coverage or benefits. (i informing an individual of a medical problerm of which
the individual may not be aware or (iii) conducting an operations or services audit,
provided only such information is disciosed as is reasonabiy necsssary to accomplish the
foregoing purposes: or

3. To an insurance regulatory authortty; or

6. To a law-enforcement or other goverrvmert authority:

a. To protect the interests of the insurance institution, agent oOr (NSUrance-suppor:
organization in preventing or prosecuting the perpetration of fraud upon it: or

b. If the insurance institution, agent, or [Surence-support organization reasonably

7. Otherwise permitted or required by law; or

8. In response to a facially valid adrriristrative or judicial order, inciuding a search
warrant or subpoengc: or

9. Made for the purpose of conducting actuarval or research studies, provided:

a. No individual may be identified in any actuarral or research report, and

b. Materials allowing the individual to be identified are returmed or destroyed as soon

C. The actuarial or research organization agress not to disciose the irformation uniess
mmwm&mbymmszbymm

transfer, merger, or consolidation of al or part of the business of the insurance institution,

agent, or nSuUranCe-sUPPOrt orgarnizatior, provided:
a.Pnar:othcconumvnmnofthcm Wufcrwcrcomadatxononlysuch

otherwise be permuitted by this section if made by an insurance institution, agemt or
insurance-support orgarization; or

11. To a person whose only use of such imformation will be in cornnection with the
marketing of a product or service, provided:

a. No medical-record information, priviieged information. or personal information
reiating to an individual’s character, personal habits, mode of living, or general reputation
is disciosed. and no ciassification derived from such informatior is disciosed,

b. The individual has been givem an opportumty to indicate that he does not want
personal information disciosed for marketing purposes ond has given no indication thar
such individual does not want the irformation disciosed, and

c. The person receiving such inforrmation agrees not to use it except in connection
with the marketing of a product or service; or

12. To arn adffiliate whose only use of the information will be in connection with an
audit of the insurance institution or agent or the marketing of an insurance product or
servics. provided the affiliate agrees not to disciose the inforrmation for any other purpose
or to unajfiliated persons; or

13. By a consumer reporting agency, provided the disclosure s to a person other thar
an insurance nstitution or agent; or

i14. To a group policvholder for the purpose of reporting claims experience or
conducting an audit of the insurance institution’s or agent’s operariorns or services.
provided the injormation disciosed (s reasonably necessary for the group policvhoicer to
conduct the review or audit; or

15. To a professional peer review orgarmzation for the purpose of reviewing the service
or conduct of a medicai-care institution or medical professionai: or

16. To a govermmental authority for the purpose of determining the individual's
eligibility for health benerits for which the govermmental authority mcy be licbie: or

I17. To a certificatehvider or policyholder for the purpose of providing imformation
regarding the status of an insurance transactiorn.

§ 38.1-57.17. Powers of the Commission.—A. The Commission shall have the power to
examine and investigate into the gffairs of every insurance institution or agemr doing
business in this Commonwecalith to deterrmine whether the insurance institution or agent
has beent or is engaged in anv conduct in violation of this act.
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B. The Comrussion shall have the power to exarmine and investigaie the asfairs of
every insurance-support organization which acts on behalf of an insurance institution or
agent and which either (i) transacts business in this Cormrronwegith., or (il) transacts
business outside this Comrmonwealth and has an effect on a person residing in this
Commonweaith in order to determine whether such (nsurance-support orgarization has
been or is engaged in any conduct in violation of this act.

C. The Comrmission, ajter notice and opportunity for all interested parties (o be heard.
may issue such reasonable rules and regulations as are necessary or proper (o carry out
the provisions of this act or which are necessary or proper to identify specific practices
prohibited by this Act; provided, however, that such rules or regulations shall not eniarge
upon or extend the provisions of this act. )

§ 38.1-57.18. Hearings and procedures.~4A. Whenever the commission has reason !o
believe that an insurance institution, agent or insurancs-support organization has been or
is engaged in conduct in this Commonweaith which violates this act. or whenever the -
Commission has reason to belisve that an insurance-support organization has been or is
engaged in conduct outside this Commonwealth which has an effect on a person residing
in this Commonwealth and which violates this Act, the Comrnission may issue and serve
upon such insurance institution, agent, Or insurancs-support organization a statemernt of
charges and notice of hearing to be heid at a time and piace fixed in the notice. The date
for such hearing shall be not less than ten days after the date of service.

B. At the time and piace fixed for such hearing the insurance institution, agemt, or
insurance-support organization charged shall have an opportunity to answer the charges
‘against it and present evidence on its behalf. Upon good cause shown, the Commussion
shall permit ary adversely affected person to interveme. appear and be heard at such
hearing by counsel or in person.

C. In ail marters in connection with such investigation, charge. or hearing the
Commission shall have the jurisdiction, power and authority granted or conferred upon it
by Title 12.1 of this Code.

§ 38.1-57.19. Service of process: insurance-support organizations.-For the purpose of
this Act, an insurance-support organization transacting business outside  this
Comrnonwealith which has ar effect on a person residing in this Commornweaith shall be
deemned to have appointed the clerk of the Comrmrission to accept service of process on its
behalf, provided the cierk of the Commission causes a copy of such service to be mailed
forthwith by registered mail to the insurence-support organization at its last known
principal piace of business. The clerk shall file an affidavit of compliance with the
requirements of this section with the other papers .in the proceeding giving rise to such
service.

§ 38.1-537.20. Cense and desist orders.—if, after a hearing pursuant to § 38.1-57.18. the
Commussion determines that the insurance institution, agent. or insurance-support
orgamization charged has engaged in conduct or practices in vioiatior of this Act. it may
issue an order requiring such insurance institution. agent, or insurance-support
organization to csase and desist from the conduct or pructices constituting a violation of
this Act.

§ 38.1-57.21. Penaities.—~A. In any case where a hearing pursuant to $§ 38.1-57.18 resuits
in the finding of a knowing vioiation of this Act, the Commission, in addition to the
issuance of a cease and desist order as prescribed in § 38.1-57.20. may order payment of a
monetary penaity of not more than five hundred dollars for each violation but not to
exceed ten thousand dollars in the aggregate for multiple violations.

8. Any person whovzblamacmcnddmtomrofmcomnu;wiowundcrs?
38.4-57.20, after notice and hearing and upon order of the Commission, may be subject to
one or more of the following penalities, at the discretion of the Commission:

1. A monetary fine of not more than ten thousand dollars for each vioiatiorn: or

2. A monetary [fine of not more than fifty thousand dollars if the Cormrmission finds
that violations have occurred with such frequency as to constitute a general business
practice: or )

3. Suspension or revocation of an insurance institution’s or agent’s license.

§ 38.1-57.22. Appeal of right.—From any final order of the Commission issued pursuart
?} thcA provisions of this Act there shall be an appeal of mght to the Supreme Court of

irgirma.

§ 38.1-57.23. Reserved.

§ 38.1-57.24. |Individual remedies.—A. If any insurance institution, agent, or
insurance-support organization fails to comply with §§ 38.1-57.11, 38.1-57.12, or § 38.1-57.13
with respect to the rights granted under those sections. any person whose rghts are
violated may apply to a court of competent jurisdiction for appropriate equitabie reiisf.
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B. An insurance institution, agent, Or (nsurarce-support organization which discioses
information in wviolation of § 38.1<57.16 shall be liable for darmages sustained by the
individuai to whom the information reiates. No individual, however. shal be entitled to a
monetary award which exceeds the actual damages sustained 5y the individual as a resuit
of a violation of § 38.1-57.16.

C. In any action brought pursuant to this section, the court may award the cos: of the
action and reasonabie artorney’s fees to the prevailing party.

D. Anr action under this section must be brought within two years from the date the
alleged violation is or should have been discovered,

E. Excspt as specifically provided in this section. there shall be no remedy or recovery
available to individuals, in law or in equily, for occurrences constituting a violation of ary
provision of this Act.

§ 38.1-57.25. Immuruty.—No cause of action is the nature of defarmation. invasion of
privacy, or negligence shall arise against ary person for disciosing personal or priviieged
information in accordance with this Act, nor shall such a cause of action arise against
wmnhrmm;m”mmmnwmim institution,
agent, or insurance-support orgaruzation: however, this section shall provide no imrmuruty
fardixloﬂgwwmgmmmhmorwwmw injure ary

persorn.
. § 38.1-57.26. Obraiming information under faise pretenses.—Any person wito krowingily
and willfully obtains information about an individual from an insurance institution, agent
or insurance-support orgarmization under false pretenses shall be fined not more than ten
thousand dollars nor irmprisoned for more tharn orne year, or both.

§ 38.1-57.27. Severability.-if any provision of this Act or the application thereof to any
person or circurmstance is for ary reason heid to be imvalid, the remainder of the Act and
the application of such provision to other persoms or circumstances shall not be affected
thereby. :

§ 28.1-57.28. EJfective date.—A. This Act shall become effective January one. nineteen

5. The rights granted under §§ 38.1-57.11, 38.1-57.l12 and 38.1-57.16 of this Act shall
take erfect on January one. nineteen hundred eighty-two regardless of the date of the
collection or receipt of the inforrmation which is the subject of such sections.

2. That § 38.1-52.14 of the Code of Virginia is repeaied, effective January one. nineteen
hundred eighty-two.

President of the Senate

Speaker of the House of Deiegates

Approved:

Governor



